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OnucaHue cetun, Ethernet n Wi-Fi (WLAN) pns
BecoB Cubis® MCA

B aTOM JOKyMeHTe OnMcaHo noaK/toueHne Becos K ceTu yepes Ethernet u Wi-Fi (WLAN). MNpueegeHbl npumepbl,
WINIOCTPUPYIOLLME HAaCTPOIKY U NpaKTUYecKoe UCMNob30BaHNE BECOB.

UcnonHutenbHoe pe3ome

Ja6opaTtopHble Becbl Cubis® MCA Premium npegnaratoT KOMNIEKCHbIE U TMOKME BO3MOXXHOCTMW NOAKJ/TIOYEHUS
ANS UHTerpauuu Becos B nabopaTopHbie IT Bonbluoe KONMYecTBO CTaHAAPTU3UPOBaHHbIX IFNPOTOKONOB, TaKKUX
Kak Be6-cepuc REST SMB unu LDAR noctynHbl yepes Ethernet n Wi-Fi, uto o6ecneunBaet npsimyto MHTerpauuio
6e3 ucnonb3oBaHUs JOMOSIHUTENBHOIO NPOMEXYTOYHOro NporpaMmMHoro o6ecneyeHusi. Kpome toro, Cubis®
MOXHO AMCTaHLMOHHO YNpaBnsATb MO CETU C NOMOLLbIO Be6-6pay3epa U NpocMaTpUBaTb XXYpHan ayauTa u Apyryto

MHd)OpMaUMIO 0 COCTOAHUMN.
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1 CeTteBoe nogkntovyeHue Ethernet n Wi-Fi

Becbl Cubis® MCA moryT 6bITb NogKntoueHbl K ceTh Ha 6a3e TCP/IP ¢ nomoubio kabens yepes Ethernet-
coeauHeHue (rHe3po RJ45) n 6ecnpoBogHbiM cnoco6om yepe3 USB-apgantep Wi-Fi (WLAN aganTep).

CKopoCTb Nepefaumn AaHHbIX ceTeBoro coeiuHeHus coctaensiet 10 Méut/c (10BASE-T, Ethernet) u 100 Méut/c
(100BASE-TX Fast Ethernet).

CoepuHeHue Ethernet ocyuiecTBnsieTcsl ¢ NOMOLLbIO coeauHUTENbHOIO Kabens CAT 5 unu Bbile, CKpyYeHHOro
nonapHo, akpaHupoBaHHoro, 1:1, UTP/STP pa3bem RJ45; Hanpumep, KOMMyTaLWOHHbIN Kabenb CAT 5 B
3aBUCUMOCTHU OT UCMNONb30BaHUSA (NPAMON/NepeKpecTHbI).

[ns 6ecnposogHoro nogkntoueHns Cubis® MCA nopgaep)xuaet Hanbonee pacnpocTpaHeHHble USB-apganTepbl
Wi-Fi (WLAN-¢neLwukn), KoTopble npeanaratoTcs Ha pbiHKe.

Network
connection
I |
Wired Wireless
via Ethernet (LAN) via USB Wi -Fi adapter (WLAN)
with IPv 4 and IPv6 with IPv 4 and IPv6

PucyHok 1: CeTeBoe noakntoyeHme

Becbl Cubis® MCA MoxxeT umeTb no ogHoMy IPv4 u IPv6 appecy B ceTsix Ethernet n Wi-Fi cootBeTCcTBEHHO, T.€. fjO
4 appecoB.

Yepes ceTeBble coeguHeHus Ethernet (LAN) u Wi-Fi (WLAN) Becbl Cubis® MCA ogHoBpeMeHHO npegnaraeT
HECKOJNbKO CeTeBbIX YCAYT.

1.1 O6wMme HaCTPOMKM
MmMs xocTa BecoB, N0 YMONTYaHUIO, COCTOUT U3 0603HaYeHUs cepumn U nocnegHux 3 6ant MAC-agpeca, HanpuMmep,
[cubis-1a477¢e]. Uma xocTa MOXeT 6bITb Bbi6paHO NMPOU3BOMbHO, HO AOMKHO 6bITb YHUKANbHbIM B CETH.

1.2 Ethernet (LAN)

Onsa Ethernet-nogkntoyeHns BecoB MOryT UCMOJIb30BaTbCA NPoToKosbl IPv4, a Takxxe IPv6. [1nsa Kaxaoro
NPOTOKOJ1a MOXXHO OTAENbHO YCTAaHOBUTD, 6yaeT nu IP-agpec nonyyeH aBToMaTU4YeCKU Unu 6anaHcy éyaet
npucBoeH pukcupoBaHHbI IP-agpec. COOTBETCTBYIOLLUI MPOTOKOJT MOXKHO TaKXXe MOJSIHOCTbIO OTKJIHOUMUTD.

B o630pe HacTpoek ansa Ethernet ctaTyc nokasbiBaeT, yCTaHOBNIEHO /M COeAMHEHMe € ceTblo. KpoMe Toro, 3aech
e oTobpa)kaeTcs YHUKanbHblii MAC-agpec Becos, Hanpumep, [00:30:D6:1F:77:569].

Ethernet
(LAN)
[ I ]

DNS 1
IPv4 IPv6 DNS 2

DHCP Manual, Off, Automatic, Manual, Off,

autom . fixed no autom . fixed no

IP address IP address connection IP address IP address connection

PucyHok 2: Ethernet c IPv4/IPv6

[ns pa6oTbl ¢ pukcuposaHHbiM IP-agpecom nomumo IP-agpeca, B 3aBUCUMOCTU OT NPOTOKONA, HEO6X0AUMO
TaK)Xe BPYYHYI0 BBECTU MacKy nogceTu u wnto3 ansa IPv4, nnn gnuny npedukca u wno3 ans IPv6. Beog wnio3sa

CUBIS_Network_connection_RU_09-03-08.02.04.pdf 3/13



SARTORILS
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Heobsi3aTesieH U HGOGXOJJ,VIM TONbKO NpU H606XO,D,I/IMOCTVI noagKnr4YeHnsa K MHTepHeTy.

Bcio H806XOAMMyI'O AnA 3Toro VIHd)OpMaLI,MIO MOXeT NpefocTaBUTb CeTeBOW afAMUHUCTPATOP, OTBEYatoLLMiA 3a
CeTb KOMNaHuu.

1.2.1 MNpoTtokon IPv4

IP-appec ansa npotokona IPv4 (4*8 6ut = 32 6uTa) COCTOUT U3 4 fecATMYHbIX Ynucen oT 0 fo 255, KoTopble
pasfensaTcs TOYKOM, Hanpumep, [123.4.56.123]. 3ToT popmaT NnpumeHsieTca Ans BBoAa GpuKcupoBaHHoro IP-
appeca, 0603HaYeHUsi NOACETHU U LLtO3a.

1.2.2 TpoTtokon IPv6
IP-apgpec ansa npotokona IPv6 (8*16 6UT = 128 6MT) cOCTOUT U3 8 6YKBEHHO-LUU(PPOBDIX LLeCTHaALaTEPUYHbIX
uucen ot 0 ao FFFF, KoTopble pasgensatoTcs agBoeTounem, Hanpumep, [ecb1:d583:6341:baf76:0:0:0:1].

MNepB.bie 4 6noka (64 6uTa) cocTaBnAT npedukc, a nocnegHue 4 61oka - uaeHTUUKaTop uHTepdeiica. Macka
cetu IPv4 n agpec cetu IPv4 B IPv6 3ameHeHbl annHon npedukca n npedukcom. [inmHa npedukca onpegensiet
KONMuecTBO 6UTOB, cocTaBnsowWwmnx npedukc. TunuyHasa anuHa npedukca cocrtaensiet 64. Npedukc sameHseT
Macky nogcetu B cny4yae IPv6.

1.2.3 DNS 11 DNS2
B ceTeBbIx cucTeMax Ha 6a3e IP DNS (Domain Name System) noMoraeT oTBevaTb Ha 3anpocbl paspeLLeHns UMeH.
B ceTu MoxxeT 6bITb Heckosibko DNS-cepBepoB, Cubis® MCA nopaep>XuBaeT BBOA, fBYX CEPBEPOB.

Ona kaxxgoro DNS-cepBepa MoXXHO BBecTH IP-agpec nnu ums cepeepa.

B cnyyae DHCP DNS-cepBep npegocTtaBnseTcs aBTomatuyecku cepsepom DHCP Kpome Toro, B aToMm cnyyae DNST
nm DNS2 po6aenstotcs B cnucok DNS-cepeepos.

1.3 Wi-Fi (WLAN)
K 6anaHcy MCA MoxxHo nogkntountb USB-aganTep Wi-Fi (WLAN stick); Heckonbko afianTepoB 3Toro Tuna He
nopAepXuBaroTcs.

B 0630pe HacTpoek ana Wi-Fi (WLAN) oTo6pa)kaeTcs cTaTyc, NOAK/IOYEH /M cooTBeTCTBYlowWwMit USB-agantep Wi-
Fi 1 nOpKNOYEH NN OH K ceTH.

OUCIJIEN COCTOAHUSA

= HeT goctynHoro yctpoicTtBa - He nogkntoueH USB-apgantep Wi-Fi.

= OTKAtoYeHo - HeT nogkntouenus Kk cetu Wi-Fi, Hanpumep, He BbINOMIHEH BXOA, B CUCTEMY C MOMOLLbIO
npeHTudukatopa Wi-Fi SSID u napons.

= [oTOB - YcTaHOBNEHO coeauHeHune ¢ ceTbto Wi-Fi.

= OHnaiH - YcTaHoBneHo coeauHeHue ¢ cetbto Wi-Fi u UHTepHeTOM.
Ecnu coeguHeHne ycTaHOBNEHO, TO 3[,eCb TaK)Ke oTobpa)kaeTcst yHuKanbHbii MAC-agpec USB-aganTtepa Wi-Fi,
Hanpumep, 34:C9:F0:89:6F:D6.

B MpunoxxeHuu, pasgen: Comectumbie Wi-Fi cTuku.

Wi-Fi
(WLAN)

SSID DNS 1
Password IPva IPvé DNS 2
DHCP Manual, Off, Automatic, Manual, Off,
autom . fixed no autom . fixed no
IP address IP address connection IP address IP address connection
PucyHok 3: Wi-Fi ¢ IPv4/IPv6
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Onsa pa6oTbl ¢ pukcupoBaHHbiM IP-agpecom nomuMmo IP-agpeca, B 3aBUCUMOCTU OT NPOTOKOJ1a, He06X0AUMO
TaKXXe BPYYHYI0 BBECTU MacKy nogceTtu u w3 ansa IPv4, unu gnuny npedukca u wno3s ansa IPvé. Beog wniosa
Heobsa3aTeneH U Heo6Xo04MM TONbKO NPU HEO6XOAMMOCTM NoAKtoYeHUs K UIHTepHeTy.

Bcio H906XOJJMMYI'O Aanga aToro Mchopmaumo MOXXeT nNpegocTtaBUTb ceTeBOM agMUWHUCTpPaTOP, oTBevarLwuin 3a
CeTb KOMNaHuu.

1.3.1 SSID n naponb Wi-Fi
Ons nogkniouenus K cetu Wi-Fi Heo6xogumo BBecTn Wi-Fi SSID (yHukanbHoe umsa cetu Wi-Fi) n Wi-Fi naponb
(kntou ceTn Wi-Fi).

Ons ayteHTudmkaumm Becbl MCA nopaepxuaet ctaHaaptbl WERWPA-PSK 1 WPA2-PSK, a cnegoBaTtenbHo, U
meTtop, PSK ans wugpoBaHus.

1.3.2 Tlpotokon IPv4/IPv6 n DNS 1/2
Ons npotokona IPv4 u IPv6, a Takxxe ana DNS 1 u DNS 2, ana Wi-Fi (WLAN) npumeHsieTcsl Takoe XXe onucaHue, Kak
n B cnyyae Ethernet (LAN).

2 CeTteBble ycnyru

Yepes ceTb Becbl Cubis® MCA npepgnaraet ofHOBPEMEHHO HECKOMbKO YCIYr: nocnegoBaTesibHas CBA3b C
pasnMYHbIMU NPOTOKONAMM, KOHHEKTOPbI A1 NOAK/TIOYEHUSA K CEeTeBbIM YCTPONCTBAM XPaHEHUS AaHHbIX U
npuHTepaM, Be6-caiiT U Be6-cepBUC ANA YAaNeHHOro J0CTYNa, a Takxe nogkntodyeHune k NTP-cepBepy ans
CUHXPOHU3aLUU AaTbl U BPEMEHM.

Network services

Serial communication: Connectors: Remote control over NTP server
SB(I) Aﬁfé’iggs' p:{ir?tz ?%?E;ergt;v%rlbm website and webservices for date and time

PucyHok 4: CeTeBble ycnyru

2.1 TlMocnepoBaTtesnibHas CBA3b

Wcnonb3ys ceTeBoe coeAUHEHNE, MOXXHO UCMOJIb30BaTb NMPOTOKOJbI NocnegoBaTenbHom cesA3u SBI, xBPI, SICS,
miniSICS, koTopble MoOryT pa6oTaTb HE3aBUCUMO OT aKTMBHOW 3aia4uM U ee UCMONb30BaHUsA. ATO coeuHeHne
KNMeHT/cepBep TpebyeT HacTpoek ans obwero TCP-nopra.

Serial
communication

SICS/ QAPP
miniSICS direct

SBI xBPI

PucyHok 5: lNocnepoBaTenbHas cBA3b Yepes ceTb

2.1.1 MpoTtokon SBI

3T0T NpocToi, ocHoBaHHbIN Ha ASCII npoTokon MOXeT yrnpaBAsiTb OCHOBHbIMU (PYHKLIMSIMW BECOB C MOMOLLbIO
KomaHg, ESC. BbiBog, 3HaueHuUI Ha aucrien MoXeT 6biTb 3anpoLUeH UHAUBUAYANbHO Yepe3 KomaHay ESC, unu
aBTOMAaTUYECKM C KaXKAblM HOBbIM pe3ynbTaToM B3BeLUMBaHUSA B LMKIIE NOC/Ief0BaTe/IbHOCTU OTOOPpaXKeHUS, UK
aBTOMaTUUYECKU Yepes onpepesieHHble BpeMeHHble MHTepBasbl. MOXXHO BbibpaTb, o6ecrneynBaeTcs Jiu BbiBOJ,
TONbKO CTabUNIbHOIO 0TO6paXKaeMoro 3HauYeHUsi KN Takxxe 6e3 cTabunbHoro otobpaxkaeMoro sHayeHus. dopmar
BbIBOJ,a MOXeET 6bITb Bbl6paH ¢ ugeHTUdGUKaTopoMm (3aroloBKOM) uam 6e3 Hero.

KomaHpgpb! SBI n dopmatbl BbiBOAA NpUBeAeHbl B OTAENbHOM onucaHuu UHTepdeiica.
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2.1.2 TpoTokon xBPI
3TOT ABOMYHBIV NPOTOKON NpeAaJiaraeT pacluMpeHHbli Ha6op KoMaHg,. OH MOXKET UCMOoNIb30BaTbCA ANs
ynpaeneHusa MHOrouYncsiieHHbiMu CI)yHKLl,I/IFlMVI BeCOB.

CylecTByeT oTAe/IbHOe onucaHue nHTepdeica Ans BO3MOXHbIX KOmaHA XBPI.

2.1.3 TpoTtokon SICS

MpoTokon SICS (Standard Interface Command Set) yctaHaBnMBaeT COBMeCTMMOCTb ¢ npoTokonom MFSICS
KomnaHuu Mettler n nosBonsieT oTnpaBnsaTb Ha BECbl KOMaHAb! 4151 BbIMOJIHEHUSI OCHOBHbIX PyHKLMIA. OgHaKo
cnepyeT OTMETUTb, YTO CYLLLECTBYIOT pasnnuusi, 06ycrioB/ieHHble pasHbIMU annapaTHbIMU/NPOrpaMMHbIMU
nnatpopMamu.

KomaHpgbi SICS 1 miniSICS, peanusoBaHHble B Becax, NpUBEeEHbI B OTAENIbHOM ONMCcCaHUU UHTepdelica.

2.1.4 QAPP Hanpsmyto

Tonbko cneuymanbHble QAPP KoTOpble 3anycKatoTcs 3af,aHMeM, MOTyT UCMOJIb30BaTb UHTepgeNnc st CBouX Lenen
BBOJAA M BbiBOAA. Bo3aMoXXHOCTM BBOAA M BbiBOAA Yepe3 HTepdeinc onmcaHbl B COOTBETCTBYIOLLEM CMNeLnarbHOM
QAPP

2.2 KOHHeKTOpbI
B Cubis® MCA KOHHeKTOpbl yCTaHaB/IMBaIOT COefiMHEHWE C CEeTEBbIMU cepBepamm, KOTOpbIe JOKHbI
MCMONb30BaTbCA B KaYeCTBE YCTPONCTB XPaHEHUS AAHHbBIX U NPUHTEPOB.

Connectors
[ |
File server Network printer
( Bulk memory) P
YDP30-NET General
FTP / FTPS SMB STARLIMS WLAN network printer

PucyHok 6: CeTeBble KOHHEKTOpbI

CeTeBoit npuHTep YDP30-NET moxeT 6biTb nogkntoyeH no WLAN nnum Kak obwuii ceTeBoi NpUHTEp K
He3aBucumoin cetn Wi-Fi unm kopnopaTuBHOM ceTu ¢ ucnonb3osaHmem DHCP

[ns noakno4yeHus K 3anoMMHaloLL,eMy yCTPOMCTBY, TakoMy Kak (arnobin cepsep Windows, FTP/FTPS unu
STARLIMS, Heob6xoguMo cneunanbHoe paclumpeHne QAPP KoTopoe Ao/MKHO 6bITb akTUBUPOBaHO Yyepe3 QAPP
Center B pasgene [Connectivity].

2.2.1 YDP30-NET

OTOT KOHHEKTOP NpeaHasHayeH ans noakntoueHus npuHtepa YDP30-NET ¢ nomoubio kabensi (LAN) unu
6ecnpoBogHoro coeanHeHuns (WLAN). KoHHeKTop TpebyeT BBoAa Ha NpUHTEPe MMeHM pa3bema, IP-agpeca unu
MMEHM XOCTa, a TaKXXe CorlacoBaHHOro HoMepa nopTa MeXay NPMHTEPOM U 6anaHCcoOM.

BecnpoBogHoe nogkntoyeHune npuHtepa YDP30-NET onucaHo B oTAenbHbIX UHCTPYKLMUAX.

2.2.2 CeTeBOW NpUHTEpP

KoHHeKTOp Ans ceTeBOro npuHTEpa NO3BOJISIET, HAaNpUMep, NOAKYATbCA K NpUHTEpY popmaTta A4 B
He3aBucumoi cetn Wi-Fi co ctaHgapTHbiMu KoMnoHeHTamu WiF-i unu B kopnopatusHou cetu no DHCP co
CcTaHAapTHbIMU MeToaaMu ayTeHTUdUKauun. CeTeBoi NpUHTEP JOJKEH noaaep>xueaTtb npoTtokon IPP (Internet
Printing Protocol).

ﬂ,ﬂﬂ KOHHEeKTOopa Tpe6yeTc;| BBECTU NMA KOHHEKTOpPa, IP-ap,pec NN UMA XoCTa Ha NpPpUHTEpe, a TakXXe NpPpoToKOo
nepepadv gaHHbIX.

B oTAenbHOM onucaHuu [KOHLI,eI'ILI,I/IFl neanM] onucbiBaeTca HaCTp0I7IKa N npuMeHeHne ceTeBoro npuHTepa c
npuMepomM npuMeHeHus.
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2.2.3 FTP/FTPS
MpoTokon nepepauu daiinos (FTP) - aTo cTaHAAPTHbIN CETEBOI MPOTOKON A5 MepeAayn KOMMbOTEPHbIX (hainos
MeX Ay K/IMEHTOM U CepBEPOM B KOMIMbIOTEPHOM CETH.

Becbl ABnsetca FTP-knueHToM n MoxkeT XxpaHuTb daiinbl Ha FTP-cepBepe unu nony4yatb ¢ainbl ¢ FTP-cepeepa no
npoTtokony. B cnyyae FTPS coegnHeHne Takxke wundpyeTcs; Heo6xoanMMble AJ11 3TOro cepTudurKaTbl OnucaHbl
OTAEnNbHO.

Dnsa nogknioyeHus K FTP/FTPS-cepBepy Heo6xoAMMO co3aaTh KOHHEKTOP C YHUKaNbHbIM UMeHeM, IP-agpecoM u
HOMepOM MopTa ceTeBOro cepsepa, Npu He06X0AUMOCTU NOAKATANOrOM Ha CepBepE, a TaKXXe UMEHEM
nonb3oBaTens U naponem.

MpumeyaHue: Mpu HaNMUMKU HECKONIbKMX KOHHEKTOPOB Ha Becax K 0HOMY cepBepy, HO C pa3HbIMM NoJKaTasioramu,
XpaHeHWe AaHHbIX MOXKET 6bITb JIErKO CTPYKTYPUPOBaHO B COOTBETCTBUU C TeMoit (pe3epBHOE KONUPOBaHue,
oTyer, ...).

2.2.4 TMpoTtokon SMB

KoHHekTOp daitnosoro cepepa Windows ucnonb3syet ceTeBoit npoTokon SMB. 3ToT npoTokon obneryaet goctyn
K pa3peLleHHbIM ceTeBbIM guckam koMnbtoTepoB Windows unu Linux gnsa xpaHeHus unu nonyyeHus ¢ainos
AaHHbIX B BbI6paHHbIX LiefieBbIxX KaTasnorax.

2.3 Caurt

Be6-caiiT BecoB MCA MOXXHO OTKpbITb NPOCTO Yepe3 IP-agpec BecoB ¢ nomolubio Be6-6pay3epa. Ha cTpaHuue [My
Cubis] (rnaBHasa cTpaHuLa) 0To6paXkaloTCs yCTaHOBJIEHHbIE UAEHTU(DUKATOPbI YCTPOICTB, obLas nHhopmauus 06
ycTpoiicTBe BECOB M MH(OpMaLUs 06 ycnyre.

Ha cTtpaHuue [YaaneHHoe ynpaBieHue], B 3aBUCUMOCTHM OT HaCTPOEK B MeHI0, Yyepes 6pay3ep MOXHO 0To6pasuTb
nméo [Tonbko npocmoTp], Mm6o [MpocMoTp u gUcTaHUMOHHOE ynpaBneHue] Becoe MCA.

Ha ctpaHuue [CHumok akpaHa)] cozaaetcss PNG-dain TeKylero aKkpaHa, KOTOpPblit MOXHO COXPaHUTb.

Ecnu paclumpenmne QAPP [Audit trail] 66110 akTueuposaHo B QAPP Center B nakete [Pharmal, To Takxe
oTobpakaetcsi Be6-canT [Audit trail]. 3anucu B >xypHane ayauta MOXHO ¢punbTpoBaTh, COPTUPOBATb U
3KCMOPTUPOBAaTb B COOTBETCTBUM C TEMaMM.

[ocTyn K caiTy MOXHO NOMHOCTbIO A€aKTUBUPOBATb Yepe3 MeHI0, @ 3HAUMUT, U AUCTAHLMOHHOE yNpaB/ieHue Yepes
Beb6-cnyx6y REST

2.3.1 Be6-cepBuchbl
Yp,aneHHoe ynpaBneHue 6a30BbIMKU CI)yHKLl,VIFlMM BecoB MCA Tak)xe MoXeT OCyLLeCTBNATbCA Yepe3 Be6-cepBMc
REST

CyuiecTByeT oTAe/IbHOe onucaHue aocTynHbix REST Be6-cepeucoB Beco MCA.

2.4 NTP-cepBep Ans paTbl U BpeMEHU

Cubis® MCA npepnaraeT BO3MOXHOCTb CUHXPOHU3aLUK AaTbl U BpeMeHu ¢ NTP-cepeepom. 11151 9TOro MOXXHO
aKTMBUpOBaTb coeiuHeHue ¢ cepBepoM 1 BBecTU IP-agpec cepBepa B HacTpoilkax ycTpoictea MCA B pasgene
Hata/Bpemsa u NTP Configuration.

2.5 Ceptudukarbl

Becbl Cubis® MCA nogaep)XuBatoT ucnosib3oBaHue cepTudMKaToB A5l HA,e)XXHOW MHTerpauum B oKanbHyto |
MHPppacTpykTypy. MCA MoXkeT o6pabaTbiBaTb cepTudUKaTbl fOBEPEHHbIX LLeHTPOB cepTudukauumm (CA), 4tobbl
naeHTUUUMpoBaTb AoBepeHHbIe cepBepbl. MCA Tak)Xe nNpefocTaBnseT AA 3arpy3Ku cO6CTBEHHble
cepTUdUKaTbl yCTPOKUCTB. ATU cepTUPUKaTbl YCTPOUCTB UMMOPTUPYIOTCA B 6pay3epbl AN 6€30MnacHoro
yAaneHHoro focTyna K Be6-caiTy yCTpPOUCTBa.

CyLiecTByeT oTAeNbHOE onucaHue Ha Temy [Ceptudukarnbi].

3 [Mpumepbl npuMeHeHusa

Mpumepbl NnpuMeHeHNa oTHOCATCA K Bepcun MCA, HaumHas ¢ nakeTta 09-03-04.01.xx n panee, BMecTe C
napamMeTpamMm HaCTPOWKU U PYHKLMOHAIbHbIMU BO3MOXXHOCTSIMU, KOTOPbIE OHA COAEPXXUT. [ns HacCTPONKu
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ceTeBbIX COeaUHEHU, KOHHEKTOpPbI N MHTepd’)eﬁCOB Tpe6YIOTCF| COOTBETCTBYHOLW e NpaBa nosib3oBaTtesnd.

Onsa HacTpoiikn uHTepdeiica Ethernet n Wi-Fi Heo6xoauMbl 6a3oBble 3HaHUSA 0 ceTsAX Ha 6a3e TCP/IP u ceTeBbIx
TEXHONOrMsAX B LlesIoM.

Heo6xoanMbIM ycnoBueM AN BCeX NPUMEPOB ABNSETCA NoAKoYeHUe BeCcoB K ceTu Yepes Ethernet (LAN) unu Wi-
Fi (WLAN).

3.1 OtyeT 0 HacTpoKKax MeHto Ha dainnosom cepBepe Windows

9TO0T NpumMep onucbiBaeT KoHpUrypaumio u ucnonb3osaHue BecoB MCA Takum o6pasom, 4Tobbl aiin oTyeTa co
BCEMM HACTPOMKaMM BECOB MOXHO 6b1J10 9KCMopTMpoBaTh U3 MeHio [HacTpoiiku] B hopmate PDF, uepes
KoHHeKTOop [DaitnoBbiit cepeep Windows] ¢ ucnonb3soeaHuem ceteBoro npotokona SMB, B LeneBoit Katanor
paspeLleHHOro ceTeBoro Aucka.

Ona nepegauu dainoe no npotokony SMB TpebyeTca pacumnpeHue QAPP [Connection to Windows file server] us
naketa [Connectivity]. PaclumpeHne MoXHo 1Ucrnonb3oBaTb 6ecniaTtHo B TeyeHue 30 gHeit, nocsie Yyero ero
Heo6x0AMMO NULLEH3UPOBaTb.

PaspelueHHbIl guck ¢ npotokonoMm SMB B Balueli ceTu aBnseTca 063aTesibHbIM Tpe6oBaHUEM AN AaHHOIO
NPUIOXEHNUS.

MoaTomy 3TO NPUNIOXKEHNE MOXXHO UCMOJIb30BaThb AJiA LIEHTPasIM30BaHHOIO XpaHEeHUs1 HACTPOEK MEHIO BCeX
NoAK/IOYEHHbIX K ceTu 6anaHcos MCA.

3.1.1 HacTpoiika
OTanbl HACTPOMKMU:

1. AkTuBMpyiiTe pacwumpenue QAPP [Connection to Windows File Server], ecnu aTo ewe He 6bls10 caenaHo.

a. OTKpoiiTe meHIo [YnpaBneHue 3agavamu], a 3atem [QAPP Center].

b. Bbi6epuTte nakeT nporpaMMHoro o6ecneuyeHus [Connectivity], a B Hem - QAPP [Connection to Windows File
Server]. MosiButcsa onucaxune n sepcus QAPP

c. Ucnonbayitte kHoNKy [JlnueHsusa] ana aktueaumm gaHHoro QAPP; Ha akpaHe nosBuTcA MHpopMaums o
3aKase M JIMLEeH3UMN.

d. Ecnun aToT QAPP He 6bi1 3aKa3aH Kak [3aBofckas nuueHsus], 3anycTuTe TeCTOBYIO BEPCUIO WU BBEAMUTE KOA
NULLEH3UK, KOTOPbIN Bbl Npuo6bpenu ansa atoro QAPP

2. HactpoiiTe nogkntoueHue K daitnosomy cepeepy Windows, Hanpumep, [Moit SMB-cepBep Ans HacTpoek].
a. OTKpoitTe MeHIo [HacTpoiiku].
b. Nepeiigute B [MoaknioueHus] -> [KoHHekTOpbI] -> [SMB.
c. UcnonbayiiTe KHOMKY [+], 4T06bl aKTUBMPOBaTb CO3faHUE HOBOIO KOHHEKTOpA.
d. MpucBoiTe yHUKanbHOE UMS ITOMY pa3beMy.
e. Beegute ceteBoi nyTb ana Host u Share, y6egmBLumnch, 4TO Bbl UCMONb3yeTe NpaBu/ibHOe HanucaHue [//Host
name/Share name].
Tak>xe BBeguTe UMS MogKaTanora Ha cepeepe, B KOTOPOM 6yAyT coxpaHeHbl daiinbl.
g. BBeguTe ums nonb3oBartens 1 naposb Af8 AOCTYNa K aBTOPM30BaHHOMY AMCKY B Baluei ceTu. O6paTute
BHMMaHWe Ha NPaBUIbHOCTb 0603HaYeHUI U 34eCb, B YaCTHOCTH, Ha 3ar/iaBHble/MPONUCHbIE 6YKBbI.

—h

3.1.2 lMpunoxeHue
LLarn nonb3oBartens:

1. B rnaBHOM MeHI0 C MOMOLLbIO KHOMKM [Setup] oTKpoiiTe MeHI0 HacTpoeK BecoB.

2. HaxmuTe KHonky [3kcnopT] Ha naHeNn HaBUraLuumu U UHCTPYMEHTOB.

3. OTo6parkaeTcs CNUCOK KOHHEKTOPOB, Yepes3 KOTOopble MOXHO 3KCMOPTUpOBaTh ¢aitn oTyeTa.

4. BbibepuTe co3aaHHbIN KOHHeKTOP, Hanpumep, [Moit SMB-cepeep Ansa HacTpoek]. daiin oTyeTa co3aaeTcs U
aKcnopTupyetcs Ha SMB-cepBep Yepe3 KOHHEKTOp.

5. B KauyecTBe NoATBEPXXAEHUA YCreLLHOro aKcnopTa Bbi nosyvyaeTe coobueHus [OTuer ornpasnen] u [Mpouecc
saBepLueH]. daiin otyeTta B popmate PDF ¢ cooTBeTCTBYIOWMUM (haitioM NpoBepKu Tenepb HaXoaUTCA Ha
cepBepe U MOXKeT 6bITb MPOCMOTPEH.

6. Ecnu daiin oTyeTa He yaanocb 3KCMOPTUPOBATb, TO 3TOT (aiin He NOTEPSIH, CM. pa3aen YcTpaHeHue Hernonagok.

MNpumeyaHue: ®opmart daitnos PDF - aTo He3aBucuMMbIN OT nnaTdopmbl hopmMaT AaHHbIX 4518 BOKYMEHTOB.
Pacneuatku B aTOM (hopMaTe MOXKHO NPOCMATPUBaThb Ha KaXXAOM KoMmnbloTepe. [ns KaXaoro BbixogHoro daina
PDF co3paetcs cCOOTBETCTBYIOLWMIN TECTOBDIN (haiin, cofepKalluit KOHTPOJbHYIO CyMMY (X3Llu-3HayeHue MD5)
AaHHbix PDF. Korpa daiin nepepaeTcs, aTa KOHTPONbHasi CyMMa COXpaHSAEeTCA B XypHane ayauTa. C nomoLubio
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COOTBETCTBYIOLLLErO MHCTPYMeHTa 3ToT PDF-¢ain Mo)XXHO CpaBHUTb C KOHTPOJIbHbIM (hainoMm, 4Tobbl ybeguTbes B
uenoctHocTn PDF-AaHHbIX.

3.1.3 YcTpaHeHue Henonapok
HeT ¢aitna oTyeTa, 3KCNOPTUPOBAHHOIO B KaTasor ¢aiioBoro cepeepa SMB.

1. Y6eauTtech, UTo BCe LUAru No HacTPoOiiKe, yNOMSAHYTbIe Bbille, 6b1/IN BbIMOSIHEHDI.

2. Y6epuTecb, UTO BECbl NOAK/IOYEHbI K CETU, HanpuMep, Yepes Kabenb Ethernet. IP-agpec BecoB B ceTu A0KeEH
oTo6paxaTbca B [Status center] B pasgene [Device information].

3. NpoBepbTe ceTeBOM NYyTb B KOHHEKTOPE U NpaBUIbHOCTb HanucaHus Host u Share, a Tak)ke umMsa nonb3oBaTens u
naponb Ans npae gocTyna K ¢painosomy cepsepy SMB.

4. MNposepbTe coeanHeHne KOHHEKTOPOB ¢ (aitnoebiM cepeepom SMB, akTuBupoBsae KHoMKy [Info] B 0630pe
yCTaHOBJIeHHbIX 3HaueHuil. Ecnu Bce HacTPoOiKK BepHbl U ¢aitnoBbiii cepeep SMB focTyneH, Bbl Nosyunte
COO06LLEHNE O TOM, YTO KOHHEKTOP A,OCTYMEH.

5. Ecnu HeT, To NnpoBepbTe, 4TO ¢aitnoBbii cepeep SMB npucyTcTBYeT B CeTU M UTO (paiin MOXKET 6bITb COXpaHeH
Tam c Bawero K.

6. Ecnu nosiBnseTca coobuieHue 06 owmbke [Transfer failure], To c akcnopTomM MOXHO NOCTYNUTbL CReayoWwmUM
o6pasom:

a. MoBTopuTb: MoOBTOpPHaA NonbiTKa aKcnopTa (paiina oTyeTa Ha ceTeBOM cepBep.

b. MoBTOpPUTbL NO3)Ke: AKcNopT aiina oTyeTa NOBTOPSAETCA aBTOMaTUYeCKU. He3aBepLueHHble nepegauu
oTobpaxatoTtcs B [LleHTpe cocTosaHus] B pasaene [CoobuieHus].

c. MepeHanpaBneHue: Bbl MoXeTe nepeHanpaBuTb (a1 oTYETa Ha APYroil KOHHEKTOP.

d. Yoanutb: 9kcnopt daiina otyeta oTMEHsIeTCS U yaansieTcs.

3.2 06HoBneHune QAPP Center Ha FTP-cepBepe
9TOT NpMMep onucbiBaeT HAaCTPOWKY U NpumeHeHne BecoB Cubis® MCA pns 3arpy3ku o6HoBneHus ans QAPP
Center c FTP-cepBepa.

Insa nepegauu dainoe c ceteBoro cepeepa FTP Tpe6yeTca pacwumpeHue QAPP [Connection to FTP/FTPS] us
naketa [Connectivity]. PacluMpeHune MoXXHO Ucnonb3oBaTb 6ecnsiaTHoO B TeyeHue 30 gHeit, nocrne Yyero ero Takxe
Heo6X0AMMO JIULLEH3UPOBATD.

HeobxoaAnMbIM ycNnoBMEM A1 3TOrO NPUJIOXKEHUS ABNISIETCA COOTBETCTBYIOLMM 06pa3oM HacTPOeHHbIn FTP-
cepBep B Ballei ceTu.

Insa ceteBbix 6anaHcoe MCA aTo npunoxeHue nossonsiet 06HoBNATb QAPP Center U3 LLeHTpasbHOro UCTOYHMKA.

3.2.1 HacTpoiika
OTanbl HACTPOMKMU:

1. AkTuBmpyiite pacwumpenue QAPP [MogkniodeHue k FTP/FTPS], ecnu aTo elwe He 6b110 caenaHo.

a. OTKpoiiTe meHio [YnpaBneHue 3agayamu], a 3atem [QAPP Center].

b. Bbibepute nakeT nporpammHoro o6ecnedyeHus [Connectivity], a B Hem - QAPP [Connection to FTP/FTPS].
OTo6pasutcs onucaHue u sepcus QAPP

c. Ucnonbayitte kHoNKy [JlnueHsusa] ana aktueauum gaHHoro QAPP; Ha akpaHe nosBuTcA MHpopMaums o
3aKase UM JILEeH3UMN.

d. Ecnun aToT QAPP He 6bi1 3aKa3aH Kak [3aBofckas nuueHsus], 3anycTuTe TeCTOBYIO BEPCUIO WU BBEAUTE KO
NULLEH3UK, KOTOPbIN Bbl Npuobpenu ana atoro QAPP

2. YcTaHoBuTe coeauHeHmne ¢ FTP-cepeepom, Hanpumep, [Moit FTP-cepeep ana o6HoBneHuss QAPP-LeHTpa).

. OTKpo#uTe MeHto [HacTpoiiku].

. Mepenaute B MeHio [MoaknioyeHus] -> [KonHekTopbl] -> [FTP].

. Ucnonb3yiite KHOMKY [+], 4TO6bI aKTUBUPOBATb CO3aHNE HOBOrO KOHHEKTOpA.

. MpuceoiiTe yHUKanbHoe UM 3TOMY KOHHEKTOPY.

. BBepute IP-agpec ceteBoro cepepa, ybeuBLIMCD, YTO Bbl MPaABU/IbHO €r0 HanNucanm
LOna nogknoyeHus TpebyeTca HOMep NopTa: No yMonyaHuo Homep 21. Mpu HE06XO0[MMOCTU MOXXHO BBECTHU
Apyroi Homep nopra.

. Onsa o6HoBneHna QAPP Center MOXKHO TaK)Xe yKa3aTb nogkartanor ans ¢ainos, XxpaHsLLUXCS Ha cepBepe.

. BBeguTte nmsa nonb3oBaTens u naponb ans goctyna Kk FTP-cepBepy. O6paTuTe BHUMaHWe Ha NPaBUIbHOCTb
0603HayYeHMUIN, B YaCTHOCTHU, HA BEPXHUI/HWXHUIA perucTp 6yks.

0 QOO0 0o

JQ

3.2.2 TlpunoxxeHue
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LLaru nonb3oBaTtens:

1. B rnaBHOM MeHI0 C MOMOLLbIO KHOMKM [Setup] oTKpoiiTe MeHI0 HacTpoeK BEeCoB.

2. NepeinanTe K NyHKTY MeHIo [06cnyxuBaHune yctpoicTeal -> [YctaHoButb QAPP Center]. OTo6paxaeTcs cnmcok
coefuHUTEeNEN, C MOMOLLbIO KOTOPbIX MOXXHO 3arpy3uTb nakeT gnsi obHoBneHusa QAPP Center.

3. BbibepuTe co3gaHHbI BaMU coeguHuTesb, Hanpumep, [Moii FTP-cepeep ansa o6HoeneHus QAPP-ueHTpa). ByaeT
ycTaHoBNeHo coeguHeHune ¢ FTP-cepBepoM 1 0To6paXkeH CMCOK AOCTYMHbIX NaKeToB A 06HoBneHus QAPP-
LeHTpa.

4. Bbi6epuTe HyXkHyt0 Bepcuto QAPP Center n nogreepguTe coobuieHne 06 06HOBIEHUMN.

5. Tenepb QAPP-LeHTp ckonupoBaH B Becbl ¢ FTP-cepBepa u 06HOBNEH. B kauecTBe noATBEPXKAEHUS
oTobpa)kaeTcsi 06HoBNeHHasi Bepcust QAPP-LeHTpa.

6. CM. pasfien YcTpaHeHuWe HenonafokK, ecii 06HOBJIEHME He YAaN0Ch BbIMOSHUTb.

3.2.3 YcTpaHeHue Henonapok
O6HoeneHne QAPP Center HeBO3MOYXHO Yepe3 KOHHEKTOop.

1. Y6eauTtech, 4TO BCe LLIArv nNo HacTpoWke, ynoMsiHyTble Bbille, 6b1M BbINOJIHEHbI.

2. Y6epuTecb, UTO BECbI MOAKIIIOYEHbI K CETU, HanpuMep, Yepes Kabenb Ethernet. IP-agpec BecoB B ceTu f0KeH
oTo6paxaTbca B [Status center] B pasgene [Device information].

3. MpoeepbTe IP-agpec u Homep nopta FTP-cepBepa, a Tak)Xe UMSA NonNb3oBaTeNIA U Naponb AJ1A npaB AoCcTyna K
cepBepy B KOHHEKTOpe.

4. MNpoeepbTe coenHeHne KOHHeKTOpoB ¢ FTP-cepeepoM, akTuBUpoBas KHoOrKY [Info] B 0630pe ycTaHOBMEHHbIX
3HayeHui. Ecnu Bce HacTpoliku BepHbl U FTP-cepBep A0CTyNeH, Bbl NONy4yUTe COOBLL,EHNE O TOM, YTO KOHHEKTOP
AOCTYNEH.

5. MpoBepbTe ¢ NOMOLLbIO KOMMbIOTEPA, MPUCYTCTBYET JIN YKa3aHHbI NogKaTanor, a Takxe ¢aitn gns o6HoBNeHUs
QAPP Center Ha FTP-cepBepe B ceTu.

3.3 TMpocMmoTp 3anucemn xxypHana ayauTta Yepes Be6-6pay3sep
9TOT NpUMep onNUCbIBaeT HAaCTPOWKY M UCNOoNb3oBaHKe BecoB MCA, 4To6bl 3aM1CK B XXypHane ayauTa BeCoB
MOXXHO 6b1J10 TPpOCMaTpUBaTh C NOMOLLbIO Be6-6pay3epa.

[na guctaHuMoHHoro ynpaeneHus Becamm MCA pekoMeHayeTcsa UCMoNb3oBaTb Be6-6pay3sep [Chromel].

Be3onacHoe coefMHeHMe BecoB ¢ 6pay3epoM no npotokony HTTPS Tpe6yeT Hanuuus onpepgeneHHblx
cepTuduKaToB yCTPONUCTBA.

[na atoro Becbl MCA npepocTaBnsitoT 4Ns 3arpy3Ku coO6CTBEHHble cepTudUKaTbl YCTPOMCTBA. OTU cepTuduKaTbl
YyCTpOMCTBA AO/MKHbI 6bITb MMNOPTUPOBaHbI B 6pay3ep A/si 6e30nacHOro yaaneHHoro gocTtyna K Be6-canTy
ycTpoiicTBa. CyuiecTByeT oTAenbHOe onucaHue Ha Temy [Ceptudukarnbi].

MonHbIi 06beM ayAUTOPCKOrO c/iefa MOXKHO UCMOJIb30BaTb TOIbKO Nocsie akTuBauum pacumpeHusa QAPP [Audit
trail] B QAPP Center B pasgene [Pharma (QP1)].

OAHMM U3 BapuaHTOB UCMOJIb30BAHUA JAHHOIO NPUIIOXKEHUS ABNSIETCSA, HAaNpUMep, LleHTPasiM30BaHHbIN
yAaneHHbIi KOHTPO/b HacTPoeK Ha Bcex 6anaHcax MCA, o6befMHEHHbIX B CETb.

3.3.1 HacTpoiika
OTanbl HACTPOMKMU:

1. AkTuBmpyiiTe pacwmpenue [Audit trail] QAPP ecnu aTo ele He caenaHo.

a. OTKpoiiTe MeHIo [YnpaBneHue 3agayamu], a 3atem [QAPP Center].

b. BbibepuTte nakeT nporpamMmHoro o6ecrneyeHus [Pharma] u QAPP [Audit trail] B HeM. MosBuTcA onucaHue un
Bepcus QAPP

c. Ucnonbayitte kHoNKy [JlnueHsusa] ana aktusauum gaHHoro QAPP; Ha aKpaHe noaBuTcA MHpopMaums o
3aKase v IMLeH3uun.

d. Ecnu aToT QAPP He 6bi1 3aKa3aH Kak [3aBofckas nuueHsus], 3anycTuTe TeCTOBYIO BEPCUIO WU BBEAMUTE KO
JNINLLEH3UN, KOTOPbIN Bbl Npuo6bpenu ansa atoro QAPP

2. AkTuBMpYiTe Be6-caiiT BecoB MCA, ecnu 3To elue He caenaHo.
a. OTKpoiiTe MeHIo [HacTpoiiku].
b. MepeiianTe B [MoaknioyeHus] -> [Be6-caitT / Be6-cnyx6bi].
c. YcTaHOBUTe ANA NyHKTa MeHIo [[locTyn K Be6-caiTy] 3HayeHune [BknioueHo, 6e3 ayTeHTudGMKaumu].

3. Mpy Heo6X0AMMOCTU aKTUBUPYITE YAaNeHHbI AOCTYN K caiTy BecoB MCA.
a. OTkpoiTe MeHto [HacTpoiiku].
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b. MepeiiauTe B [MogknioueHus] -> [Beb-caitT / Be6-cnyx6bi].
c. B nyHkTe MeHI0 [YaaneHHblit goctyn] Bbibepute HacTPoIiKy [MpocMOTp 1 AUCTaAHLMOHHOE yrpaBsieHue).

3.3.2 TllpunoxxeHue
Laru nonb3oBartens:

1. 3anycTute Be6-6pay3ep, Hanpumep, [Chrome] Ha Bawem MK.

2. Beegute IP-agpec Balinx BeCOB, KOTOPbIit oTobpaxkaeTcs B [LleHTpe cocTosiHua] B pasgene [MHbopmauums 06

ycTpoicTee).

3. Ecnu Bbl elle He UMMNOPTMPOBaNu cepTudUKaTbl YCTPOMCTB BECOB B 6paysep, B 6pay3epe NosABMTCA COOGLLEeHNE

[3To He 6e30nacHoe coeaguHeHue].

4. C noMoLLbio KHOMKU [[ononHutenbHo] u ccbiku [Janee...] MoXxHO nepeiiTu K IP-agpecy BecoB, KOTOpbIil B
OaHHOM cJlyyae paccMaTpuBaeTcs Kak He6e3omnacHbli, MHaye Heo6XoANMO CHayana UMNopTMPOBaTh
cepTuduKaTbl yCTPOICTBa Baluux BecoB B 6paysep. Mo Teme [CepTudukatbl] ecTb OTAENBHOE ONUCaHME.

. B npotuBHOM cnyyae B 6pay3epe oTo6paxaeTca cTpaHuua [My Cubis] (rnaBHas ctpaHuua).

. BbibepuTe cTpanuuy [Audit trail] ana npumepa.

. Tenepb Bbl MOXKeTe COPTUPOBaTb CNUCOK 3anuceii no 1D, MeTKe BpeMeHU 1 Nonb3oBaTesio.

. Cnu1cok 3anuceit MOXKHO 0TO6pa3uTb B NOPALKe BO3pacTaHUS UK yObiBaHUA.

. Bbl Tak)Xe Mo)KeTe YyCTaHOBUTb PUNLTPbI, YTO6bI MPOCMAaTPUBaTb TONIBKO OnpegesieHHble rpynnbl 3anucei.

O oOoONO O

3.3.3 YcTpaHeHue Henonapok
MaBHas cTpaHuLUa BecoB He 0Tob6parkaeTcsi B 6pay3epe.

1. Y6eauTtechb, UTo BeCcbl NOAKIIIOUYEHDI K CETH, Hanpumep, Yepes Kabenb Ethernet. IP-agpec BecoB B ceTu AomMKeH
oTo6paxaTbca B [Status center] B pasgene [Device information].
2. Y6epuTtech, 4To ANA NyHKTa MeHIo [[locTyn K Be6-caiTy] ycTaHOBNEHO 3HauyeHue [BknioueHo).

B 6pay3epe coeiMHeHue ¢ Becamu oTobpaxaeTca Kak [Unsecure].

1. UMmnopTupyiiTe cepTudmMKaThl yCTPOUCTBA BeCOB B 6pay3ep. CyliecTByeT OTAe/ibHOe ONucaHue Ha TeMy
[CepTudumkarsi].

CtpaHnuua [Audit trail] He MoXeT 6bITb BbIGpaHa Ha rMaBHOW CTPaHULLE BECOB.

1. Y6eauTtech, 4To BCe LLIaryu no HacTpoWke, ynoMsiHyTble Bbille, 6bi1M BbiNoO/IHEeHbl. B yacTHoCTH, paclunpeHue
QAPP [Audit trail] 6b110 aKTMBUPOBaHO, U NULLEH3UA HA HETO BCeE ellle AeiCTBUTEeNbHA.

3.4 CuHxpoHusauus gatbl U BpeMeHu ¢ cepsepom NTP
3TOT NpuMep onucbiBaeT HAaCTPOWKY U npumeHeHne Cubis® MCA, 4To6bl BK/IIOYUTb CUHXPOHM3ALMUIO AaTbl U
BpemeHu BecoB ¢ NTP-cepsepomMm.

Heob6xoaumbiM ycnoBueM At TaKOro UCMOIb30BaHUs siBnsieTcs foctyn Kk cepeepy NTP B ceTu Baweit KomnaHuu
nnn B Ny6/IMYHOMN CETU.

OTknoHeHUe BpeMeHU Mexxay secamu u NTP-cepsepoM nposepsieTcs Kaxable 10 MUHYT. Ecnu oTknoHeHue
cocTaBnsieT 6onee 3 ceKyHfl, BpeMsi B Becax KOPpeKTUpyeTCs, U U3BMEHeHMe BHOCUTCS B XKYpHan ayauTa.

370 NpunoXKeHne NO3BOJISAET JIEFKO aBTOMATUYECKN OBHOBNSATb U CUHXPOHU3MPOBATb AaTy U BpeMsi Ha BCeX
ceTeBbIX 6anaHcax MCA.

3.4.1 HacTtpoika
STanbl HACTPOWKMU:

1. YcTaHOBUTE aKTUBHYIO KOHpurypaumto NTP
a. OTkpoiTe MeHio [HacTpoiiku].
b. Mepeiigute B [HacTpoiiku ycTpoiicTeal -> [[laTta u Bpems] -> [HacTpoiika NTP].
c. AKTMBUpYITe HacTpoiiKy napameTpoB cepeepa NTP ¢ nomouwbto KHonku [Edit].
d. YctaHoBuTe ans nyHKTa MeHio [CocTosiHne pa6oTbl NTP] 3HaueHue [BkntoueHo].
e. Yepes [Server IP] BBegute agpec NTP-cepeepa B popmMmarte IPv4, Hanpumep, 192.53.103.108. (310 NTP-
cepeep ®uU3nKo-TexHmyeckoro peaepasnbHOro MHCTUTYTa B bpayHLuBeiire, lepmaHus).
f. NogTeepanTe KoHduUrypaumio NTP kHonkoii [OK].
g. NMpoBepbTe nogkntoyeHune kK cepeepy NTPakTuBupoeas KHomKy [Info] B 063ope koHdurypauun NTP

2. YcTaHOBUTE NpaBusbHbIiA HaCOBOM NOAC AJ1A BaLLEro MecTONOOXEHUS.
a. OTKpoitTe MeHIo [HacTpoitku].
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b. Mepeiigute K [HacTpoiiku ycTpoiicTeal -> [[laTa u Bpems] -> [YcTaHoBUTD AaTy u Bpems).

. AKTUBMPYITE HAaCTPOIKU AaTbl U BPEMEHU C NoMoLbto KHonKu [Edit].

d. YcTaHOBMTE CBOE MeCTOMNOMOoXeHUe C NOMOLLbI0 NyHKTa MeHIo [Yacoeoii nosc], [UTC +/- Bpems, MecTo].
Mocne aTtoro Bpems u gaTa 6yayT oTo6pa)kaTbCA B COOTBETCTBUU C MECTHBIM BpeMeHEM.

MpumeyaHue: Mocne ycTaHOBKM AaTbl, BpeMeHU U YacoBoro nosica Becbl MCA nonpocaT Bac nepesarpysuTb
cucTemy.

3.4.2 YcTpaHeHMe Henonapok
HeT Bo3MOXHOCTHK noakntoyeHus K cepsepy NTP

1. Y6eputech, 4To BCE LUArn No HaCTPOIKe, yNOMSIHYTbIe Bbille, 6b1/IN BbIMOSHEHDI.

2. Y6epuTecb, YTO BeCbl NOAKJ/IIOYEHDI K CETU, HanpuMep, Yepes Kabenb Ethernet. IP-agpec BecoB B ceTu [0/KeH
oTo6paxaTbca B [Status center] B pasaene [Device information].

3. lNMpoBepbTe ¢ NOMOLLbLIO KOMMNbIOTEPA, MOXETE K Bbl NOAYYUTb AocTyn K IP-agpecy NTP-cepBepa.

4 T[lpunoxxeHue

4.1 TMNoapepxuBaemble Wi-Fi aganTepbl
Cubis® MCA nogaep>xuBaet Hanbonee pacrnpoctpaHeHHble Wi-Fi agantepbl (USB WLAN-aganTepbl), KoTopble
AOCTYMHbI Ha pbIHKe.

Mpwu BbI6OPE apanTepa Wi-Fi yunTbiBaiiTe cnegytouime MOMeHTbI:

1. Us6eranTe agantepoB Wi-Fi 6e3 Ha3BaHusi. Bcerga nokynavite n3BecTHbI 6peHA.
2. Ecnu Bo3MOXHO, NpoBepbTe cneyudukaumio agantepa Wi-Fi, uTo6bl y6eAUTBLCS, UTO OH COAEPXKUT OAUH U3
cnepyowmx nogaepXXmsaeMbix HA6OPOB MUKPOCXEM.

MNoapepxuBatoTca cnegyrowme Habopbl Mukpocxem Wi-Fi:
= Atheros - AR5523, AR9271, AR6004
= Atmel - at76¢503, at76c505 or at76¢505a

= Broadcom - BCM43235 (Revision 3), BCM43236 (Revision 3), BCM43238 (Revision 3), BCM43143, BCM43242,
BCM43566, BCM43569

= Intersil's Prism54 chips - ISL38xx
= Marvell - Libertas 8388, Libertas 8682, 8766/8797/8897

= Ralink - RT2571, RT2571W, RT2572, RT2573 & RT2671 (no firmware), RT2770, RT2870 & RT3070, RT3071 &
RT3072 & RT3370 (rt2870.bin)

= Realtek - RTL8192CU/RTL8188CU, RTL8712U/RTL8192SU, RTL8188EU, RTL8187 and RTL8187B
= Redpine Signals Inc - 91x
= ZyDAS -Z7ZD1201,ZD1211/Z2D1211B
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5. CokpalyeHus

DHCP Dynamic Host lMpoTokon cBSiI3n B KOMMNbIOTEPHbIX TexHonorusax. OH nossonseT
Configuration Protocol cepBepy pacnpefensTb KOHPUrypaumo ceTn Mexxay KNmeHTamu.
DNS Domain Name System Cuctema gns npeo6pasoBaHusa UMeH KoMNbloTepoB B IP-agpeca u
Hao60poT.
FTP File Transfer Protocol CTaHAapTHbI ceTeBOW NPOTOKON ANs nepeAayn pannoB Mexay
KJIMEHTOM U CEPBEPOM B CETU.
FTPS FTP over TLS MeTog, wudpoBaHua npoTokona nepegauu dainos (FTP).
HTTPS Hypertext Transfer lMpoTokon cBfi3y, C MOMOLLbIO KOTOPOro AaHHble MOryT nepefaBaTbcs B
Protocol Secure 3awmndpoBaHHOM BUAeE.
IPv4 Internet Protocol version 4 WHTepHeT-npoTOKON Bepcum 4.
IPve Internet Protocol version 6 WHTepHeT-npoTOoKON Bepcum 6.
MAC Media Access Control dusunyeckunii annapaTHblil agpec, YHUKanbHbIN uaeHTUdMKaTop
address address yCTpOWCTBa B CETMU.
NTP Network Time Protocol CTaHAapT AN CUHXPOHU3aLMKN YacoB B KOMMbIOTEPHbIX CUCTEMAX.
PNG Portable Network MopTaTuBHas ceTeBas rpaguka, popmat pacTpoBoi rpadpukm co
Graphics c)XaTueM AaHHbIX 6e3 noTepb.
PSK Pre-shared key MeTog wudpoBaHus, NpyM KOTOPOM KJtO4 A,0/KEH 6biTb M3BECTeH
060MM yYyacCTHUKaM [0 Hauyasa o6LLeHus.
REST Representational State Mapagurma nporpamMmupoBaHus Ans pacnpegeneHHbiX CUCTEM, B
Transfer YacTHOCTU ANl Be6-CepBUCOB.
SMB Server Message Block CeTeBoW NpoToKoN A ¢panioBblX, Me4YaTHbIX U APYrUX cepBepHbIX
CNY>X6 B KOMMNbIOTEPHbIX CETAX.
SSID Service Set Identifier Ceo60aHO Bbli6Mpaemoe ums cetu, Hanpumep, ana Wi-Fi.
URL Uniform Resource Locator WaeHTudukauusa ana UHTepHeTa unu Be6-aapecoB.
uTC Universal Time, MupoBoe BpeMs, Tak)XXe 3eMHOe UK yHUBepcasibHOe BpeMS.
Coordinated
WEP Wired Equivalent Privacy =~ CTaHaapTHble npoToKosnbl wudpoBaHua ansa WLAN.
Wi-Fi Wireless Fidelity BecnposogHas ceTb, cuHOHUM WLAN.
WLAN Wireless Local Area becnpoBogHas, noKanbHas CeTb.
Network
WPA Wi-Fi Protected Access MeTogab! wudpoBaHusa ansa 6ecnpoeogHoi ceTu. NMpeemHuk WEP
WPA2 Wi-Fi Protected Access 2  Peanusauusa ctaHgapTa 6e3onacHocTu gnsa paguoceteir. MpeeMHUK
WPA.
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