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1. Purpose and Background

Cubis balances only provide a secure connection for communication with the device
website. If the browser does not recognize the certificates of the website, a warning
message will appear when the website is accessed.

@\ Warning: Potential Security Ris X
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Warning: Potential Security Risk Ahead

Firefox detected a potential security threat and did not continue to cubis-1f753e. If you
visit this site, attackers could try to steal information like your passwords, emails, or
credit card details.

What can you do about it?

The issue is most likely with the website, and there is nothing you can do to resolve it.

If you are on a corporate network or using anti-virus software, you can reach out to the
support teams for assistance. You can also notify the website's administrator about the
problem.

Learn more...

Go Back (Recommended) Advanced...

In order for this warning message to disappear and the device to be recognized as a trusted
device, it is necessary to install a certificate on the device in use. Only after the installation of
the certificate the web page appears.

« c @ O & ‘cubis-1f759 133% ) e o noe® &=
= Cubis
Device ID
Device ID1 _—

Device ID 2 e

General device information

Manufacturer Sartorius

Model name MCA362015-2CEU-0
Serial number 0036701474

Package version 09-03-05.01.06 CN:76B3
QAPP Center version 09-06-05.03.02

Balance version 00-61-03.01.07 CN:44AC
Draft shield version not present

MClI-Version nat nresent



SARTORILS

This guide describes the easiest way to install the necessary certificate to establish a trusted
connection to the device website for different browsers and operating systems. A trusted
root certificate from Sartorius is installed. Make sure that the certificate comes directly from
Sartorius. A manipulated certificate could be used by attackers to pretend the
trustworthiness of other websites visited with the browser. For maximum security, it is
recommended that you install your own certificates on the device.

2. Preparation for all browsers

Download the file "CubisND Product Authority.crt" to the device on which you want to
install the certificate.

The certificate is included in the “Cubis [ MCA firmware” package in the folder "Website
SSL Certificate".

The latest Cubis Il MCA firmware package is available on the Sartorius website.
https://www.sartorius.com/en/products/weighing/laboratory-balances/premium-level-
balances/cubis-ii

The fingerprints to verify the authenticity of the certificate for release 09-03-05.xx.xx are

> SHA-256: 4F:3C:E4:97:8B:4C:15:6C:6A:66:37:38:81:22:C5:A0:
D5:4B:45:7D:83:6D:1A:62:B4:53:4B:0A:90:B9:39:48
> SHA-1: 62604fbdbf32flbbed35d3bd13ca3eb6b0bae?930


https://www.sartorius.com/en/products/weighing/laboratory-balances/premium-level-balances/cubis-ii
https://www.sartorius.com/en/products/weighing/laboratory-balances/premium-level-balances/cubis-ii
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3. Installation for Firefox (Windows/Linux)
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Open the Menu
Select "Preferences”

v IND ® © @ 5% =

@ Sign in to Firefox
P ff/'fff;f/‘fff;
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[+ Preferences
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Go to section "Privacy & Security"

Scroll down to the bottom and select "View Certificates" in the "Security" section

1% General Search Results
Q Home Certificates

When a server requests your personal certificate
Q Search Select one automatically

n Privacy & Security ®) Ask you every time

S Sync * of certificates

Select the "Authorities" tab

| Ofcertificates| | o |
2

certificates

Query OCSP responder servers to confirm the current validity I View Certificates... I

3
Security Devices...

Certificate Manager

You have certificates on file that identify these certificate authorities
Certificate Name Security Device
v AC Camerfirma S.A.
Chambers of Commerce Root - 2008 Builtin Object Token
Global Chambersign Root - 2008 Builtin Object Token
~ AC Camerfirma SA CIF AB2743287
Camerfirma Chambers of Commerce ... Builtin Object Token

Camerfirma Global Chambersign Root  Builtin Object Token

e A

ew... Edit Trust... Import... Export... Delete or D

Your Certificates Authentication Decisions People Servers Authorities

- =

strust...

OK
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6.
7.

8.

9.

Click "Import..."
Select the file "CubisND Product Authority.crt” you downloaded earlier

ae Size Modified «
I cCubisND Product Autherity.crt

| Certificate Files + |

=N

Select the checkbox "Trust this CA to identify websites"

You have been asked to trust a new Certificate Authority (CA).

Do you want to trust “CubisND Preduct Authority™ for the following purposes?
II_?ITrust this CA to identify websites. I

[ Trust this CA to identify email users.

Before trusting this CA for any purpose, you should examine its certificate and its policy
and procedures (if available).

View Examine CA certificate
| Cancel | I OK
Confirm the dialog to import and trust the certificate
Certificate Manager
Your Certificates Authentication Decisions People Servers Authorities

You have certificates on file that identify these certificate authorities

Certificate Name | Secyrity Deyice =

~ Sartorius Lab Instruments GmbH & Co KG

CubisND Product Authority Software Security Device

ystems

Security Communication RootCA2 Builtin Object Token

» SECOM Trust.net

Security Communication Root CA Builtin Object Token
View... Edit Trust... Import... Export... Delete or Distrust...

OK
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4. Installation for Chrome/Edge (Windows)

1. Rightclick on the file "Trusted Certificate Authorities".

~  [] MName

1 %CubisND Product Authority.crt

e nstallation instructions.pdf

Install Certificate
Share

DS

Open with

Give access to

%4 TortoiseSVN

[¥] Scan for threats

Restore previous versions

Send to >

Cut
Copy

Create shortcut
Delete

Rename

Properties

2. Confirm to “Open” thefile.

Do you want to open this file?

Mame: ..site SSL Certificate\CubisND Product Authority.crt
ﬂ Publisher: Unknown Publisher
Type: Security Certificate
From: Ch\Users\Jan.vonSteuben\Documents\CubisNDA\3-...

Cancel

7 While files from the Internet can be useful, this file type can
| gl potentially harm your computer. If you do not trust the source,
do not open this software. What's the risk?
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3. Select Store Location “Current User” and click on “Next”.

“# Certificate Import Wizard

Welcome to the Certificate Import Wizard

This wizard helps you copy certificates, certificate trust lists, and certificate revocation
lists from your disk to a certificate store.

A certificate, which is issued by a certification authority, is a confirmation of your
identity and contains information used to protect data or to establish secure network
connections. A certificate store is the system area where certificates are kept.

Store Location

© Current User

() Local Machine

To continue, click Next.

Next Cancel

4. Select “Place all certificates in the following store” and then click on “Browse ..."
& 4 Certificate Import Wizard

Certificate Store

Certificate stores are system areas where certificates are kept.

Windows can automatically select a certificate store, or you can specify a location
for the certificate.

() Automatically select the certificate store based on the type of certificate

(@ Place all certificates in the following store

Certificate store:

‘ Browse...

Next Cancel
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5.

Select the certificate store “Trusted Root Certification Authorities” and confirm
with “OK”. Then click “Next” on the Import Wizard.

Select the certificate store you want to use.

| Personal -~

] Trusted Root Certification Authorities [Jjj

Enterprise Trust

“| Intermediate Certification Authorities

| Trusted Publishers

| Untrusted Certificates

“| Third-Party Root Certification Authorities

[ show physical stores

-

«# Certificate Import Wizard

Certificate Store
Certificate stores are system areas where certificates are kept.

Windows can automatically select a certificate store, or you can specify a location
for the certificate.

() automatically selact the certificate store based on the type of certificate

(@) Flace all certificates in the following store

Certificate store:
Trusted Root Certification Authorities I E Browse... i

Cancel

Complete the Import with a click on “Finish”.

€« &# Certificate Import Wizard

Completing the Certificate Import Wizard

The certificate will be imported after you click Finish.

‘You have specified the following settings:

(OG0T = gt =t M IEETE Trusted Root Certification Authorities

Content Certificate

Cancel
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5. Installation for Chrome (Android)

1. Download the certificate file "CubisND Product Authority.crt" to the device.
2. Open the file from the download folder

11:20 NE o 97%
Mo., 9. Nov. (OJ -
00 * @ + v
© Medien 28 Gerite

¥ Chrome 11:20
| CubisND Product Autho....crt | °

Download abgeschlossen - 2,10 KB

Benachrichtigungseinst. Loschen

3. Authenticate yourself when asked (e.g. enter your pin / biometric authentication /..)

r ~

Verify your identity

Scan your fingerprint.

USE PATTERN

_

4. Enter a name for the certificate e.g. "Sartorius CubisND"

5.  Select"For VPN/Apps" as the certificate category

r 3

Certificate name

Certificate name
Sartorius CubisND

Used for
VPN and apps v

Note: The issuer of this certificate may inspect all
traffic to and from the device.

Cancel OK

A

e
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6. Installation for iOS /iPadOS (all browser)

1. Open the downloaded file in the native iOS “Mail” app or in the native “Files” app.

Profile Downloaded

Review the profile in Settings app
if you want to install it.

2. Navigate to "Settings" > "General" > "Profiles & Device Management" > "CubisND
Product Authority"

09:55 ull T =

Settings General

Profiles & Device Management

NNLOADED PROFILE

Airplane Mode iPhone Storage

CubisND Product Authority

Wi-Fi Background App Refresh

Bluetooth

Cellular Date & Time

Ki
Personal Hotspot SREEE

Fonts

Notifications Language & Region

Sounds & Haptics Dictionary

Do Not Disturb

Screen Time VPN Not Conne

Profiles & Device Management
General
Control Center Leteel @ ey

Display & Brightness

Home Screen

Accessibility
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3. Press "install" three times to confirm the various confirmation dialogs.

Warning Install Profile

Installing the certificate "CubisND Product . CubisND Product Authority
Authority” will add it to the list of trusted .

certificates on your iPhone. This certificate will Signed byl GubisND Product Authority

not be trusted for websites until you enable it |

in Certificate Trust Settings. Contains Cartificate

More Details

The authenticity of "CubisND Product
Authority” cannot be verified.

Cancel

4. From the main menu, navigate to "Settings" > "About" > "Certificate Trust Settings”

Settings General About
DiueLwoL YU-RAL-0D-DD- 1Yo

About Modem Firmware 2.00.01
Airplane Mode

. Software Update SEID
Wi-Fi
EID
Bluetooth 1 i 89049032005008882600044245874711
AirDrop
[o=1|V]ETS . Carrier Lock No SIM restrictions
AirPlay & Handoff

Personal Hotspot
Picture in Picture

CarPlay Network Telekom.de
Notifications

Carrier Telekom.de 42.0
Sounds & Haptics )
iPhone Storage IMEI 36 291811102758 4
Do Not Disturb
ERTEIEUTE A R ICCID 89490200001188648110
Screen Time
MEID 352918111@2758
Date & Time

General
Keyboard

Control Center 35 291811123616 ¢
Fonts

Display & Brightness .
Language & Region

Home Screen Certificate Trust Settings
Dictionary

Accessibility
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5. Enable the slide switch for "CubisND Product Authority" and confirm with "continue"

Certificate Trust Settings

Trust Store Version

Trust Asset Version

rtific
EP M

EMABLE FULL TRU
CubisND Product Authority

Sartorius- Root Certificate

Warning: enabling this certificate
llow third parties

w any private data sent to
websites,

Cancel




