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1. Purpose and Background 

Cubis balances only provide a secure connection for communication with the device 
website. If the browser does not recognize the certificates of the website, a warning 
message will appear when the website is accessed. 

 
In order for this warning message to disappear and the device to be recognized as a trusted 
device, it is necessary to install a certificate on the device in use. Only after the installation of 
the certificate the web page appears. 

 



 

This guide describes the easiest way to install the necessary certificate to establish a trusted 
connection to the device website for different browsers and operating systems. A trusted 
root certificate from Sartorius is installed. Make sure that the certificate comes directly from 
Sartorius. A manipulated certificate could be used by attackers to pretend the 
trustworthiness of other websites visited with the browser. For maximum security, it is 
recommended that you install your own certificates on the device. 

2. Preparation for all browsers 

Download the file "CubisND Product Authority.crt" to the device on which you want to 
install the certificate. 

The certificate is included in the “Cubis II MCA firmware” package in the folder "Website 
SSL Certificate".  

The latest Cubis II MCA firmware package is available on the Sartorius website. 
https://www.sartorius.com/en/products/weighing/laboratory-balances/premium-level-
balances/cubis-ii 

The fingerprints to verify the authenticity of the certificate for release 09-03-05.xx.xx are 

 SHA-256:      4F:3C:E4:97:8B:4C:15:6C:6A:66:37:38:81:22:C5:A0: 
                          D5:4B:45:7D:83:6D:1A:62:B4:53:4B:0A:90:B9:39:48 

 SHA-1:            62604fbdbf32f1bbed35d3bd13ca3e6b0bae9930  

https://www.sartorius.com/en/products/weighing/laboratory-balances/premium-level-balances/cubis-ii
https://www.sartorius.com/en/products/weighing/laboratory-balances/premium-level-balances/cubis-ii


 

3. Installation for Firefox (Windows/Linux) 

1. Open the Menu 
2. Select "Preferences" 

 

3. Go to section "Privacy & Security" 
4. Scroll down to the bottom and select "View Certificates" in the "Security" section 

 

5. Select the "Authorities" tab 

 



 

6. Click "Import..." 
7. Select the file "CubisND Product Authority.crt" you downloaded earlier 

 

8. Select the checkbox "Trust this CA to identify websites" 

 

9. Confirm the dialog to import and trust the certificate 

  



 

4. Installation for Chrome/Edge (Windows) 

1. Right click on the file  "Trusted Certificate Authorities". 

 

2. Confirm to “Open” the file. 

 

  



 

3. Select Store Location “Current User” and click on “Next”.  

 

4. Select “Place all certificates in the following store” and then click on “Browse ...” 

 



 

5. Select the certificate store “Trusted Root Certification Authorities” and confirm 
with “OK”. Then click “Next” on the Import Wizard. 

 

6. Complete the Import with a click on “Finish”. 

 

  



 

5. Installation for Chrome (Android) 

1. Download the certificate file "CubisND Product Authority.crt" to the device. 
2. Open the file from the download folder 

 

3. Authenticate yourself when asked (e.g. enter your pin / biometric authentication / ..) 

 

4. Enter a name for the certificate e.g. "Sartorius CubisND" 
5. Select "For VPN/Apps" as the certificate category 

  



 

6. Installation for iOS / iPadOS (all browser) 

1. Open the downloaded file in the native iOS “Mail” app or in the native “Files” app.

 

2. Navigate to "Settings" > "General" > "Profiles & Device Management" > "CubisND 
Product Authority" 

    



 

3. Press "install" three times to confirm the various confirmation dialogs. 

  
 

4. From the main menu, navigate to "Settings" > "About" > "Certificate Trust Settings"

  

  



 

5. Enable the slide switch for "CubisND Product Authority" and confirm with "continue"

   

 


